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Abstract—Small drones are used in an increasing number
of applications. Due to their limited computation and commu-
nication capabilities, the networked control of such drones is
becoming attractive. In this paper we present a methodology for
designing the networked control, with a focus on determining
the best sampling period, from the point of view of both quality
of control and quality of network transmissions. The design
is based on linear matrix inequality conditions, along with
benchmark tests on different software and hardware platforms.
An experimental case study on a QAV250 drone using the PX4
Autopilot software shows the effectiveness of the approach.

Index Terms—networked control, sampling period, wireless
communication, limited computation, small drone.

I. INTRODUCTION

The demand for networked control systems in everyday
applications is increasing, while still being an active area
of research [1], [2]. One important area is the control of
unmanned aerial vehicles (drones), with research ranging from
robust and fault tolerant control [3], to networked control of
one or multiple drones [4], [5]. Networked control is appealing
especially for small drones with limited computation and com-
munication capabilities, because a part of the control algorithm
can be moved on a remote computer. Such a setup can be
extended to coordinated networked control of multiple drones
(see [6]). The research can be further used in a wide range
of applications, from precision agriculture and surveillance, to
disaster management and military applications [3]. One such
application we are interested in is plant species identification,
in the SkAIGreen project [20].

An important question in wireless networked control sys-
tems is how to choose the sampling period in order to balance
the control performances and the network transmission quality
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[7]. Although traditionally, from a control perspective, the
sampling period should be as small as possible [8], from the
point of view of computational real-time limitations, as well
as quality of network transmissions (quality of service), a
larger sampling can lead to better performances [9]. Moreover,
a larger sampling period can actually embed the variations
of network transmission delays, thus improving the system’s
stability [10], [11]. The issue is critical for the networked
control of drones, which are inherently nonlinear and unstable.
Thus, there is a need to concomitantly design both the control
law and the communication sampling period. Although there
are solutions for the co-design problem in the literature,
an experimentally validated systematic solution tailored for
networked control of small drones is still missing. We aim to
fill this gap and focus on the widely used PX4 open-source
software platform [12], [13].

In this paper we propose a networked control methodology
for small drones, with a focus on choosing the best sampling
period to ensure both quality of control and quality of network
transmissions. The main contribution consists in a systematic
procedure to determine the sampling period h for networked
control, by first determining a lower bound h,,;, from com-
putational and communication limitations, and then the upper
bound A4, from model-based stability and control perfor-
mance criteria. The former is assessed through benchmark tests
using different hardware (single board computers connected
to the flight controller) and software communication protocols
(MAVLink2, DDS-XRCE), and imposing a minimum required
quality of network transmissions. The latter is ensured through
Lyapunov-Krasovksii synthesis while imposing a decay rate.
The whole approach is validated experimentally on a QAV250
drone.

The structure of the paper is: Section II gives an overview
of the methodology and the networked control structure,



Section III describes the control design and how to find the
maximum sampling period, Section IV discusses computation
and communication limitations based on benchmark tests,
Section V shows an experimental case study on the QAV250
drone, while the last section draws the conclusions.

Notation: R™ is the n-dimensional Euclidean space. P > 0
denotes a real, symmetric positive definite matrix. 0,, is the
zero matrix of dimension n. diag{x} denotes a diagonal
matrix obtained from the vector x. Symmetric elements in
a symmetric matrix are denoted as *. ® stands for the Kro-
necker product. The dot convention is used for time derivative
(z = ‘é—f) and the time dependence (z := z(t)) is omitted
whenever the meaning is obvious.

II. NETWORKED CONTROL METHODOLOGY

In this paper we consider the networked control structure
from Figure 1. The control structure is split into an inner
loop and outer loop, and we assume that the inner loop is
much faster than the outer loop [3]. This can be ensured by
properly tuning the inner/outer loop controllers and adopting
the sampling periods. The main advantages of this structure
are that it circumvents the drone hardware limitations by
moving part of the control algorithm on a remote computer,
and accurate position measurements can be used from a
motion capture system, instead of onboard measurements and
estimations (e.g. optical flow).

remote computer onboard
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Fig. 1. Networked control structure for a small drone.

Sampling plays a crucial role in networked control systems
in general, and in drones as safety-critical systems in partic-
ular. In accordance with the networked control structure, we
consider that we have two sampling periods, one for the inner
loop h;, and one for the outer loop h. For the inner loop, due to
the fast dynamics of the drone, the sampling period h; should
be as small as possible, but is limited by the hardware and
real-time capabilities of the software. Usually an inner loop
sample period h; < 5ms is sufficient in practice. On the other
hand, the sampling period for the outer loop h, which is closed
through the network, is less obvious. A too large sampling
period can impact the stability and control performances [7],
while a too small period can have an impact on the quality
of network transmissions, leading to increased packet loss and
large network transmission delays [9].

The methodology we propose combines quality of net-
work transmissions with stability and control performances.

Network transmission quality is assessed through benchmark
tests for different sampling periods in a given range. This
is both hardware and software dependent. By imposing a
required minimum quality for network transmissions (e.g.
in terms of time delay, packet loss, power consumption), a
minimum sampling period h,,;, can be determined. Regarding
the quality of control, based on an already designed controller,
by imposing stability and some type of performance criteria
(e.g. decay rate «), we derive a maximum sampling period
hmae through numerical optimization. This part depends on
the system model and on the existing controller. Combining the
two, in a co-design approach, we determine a sampling range
h € [Rmin, Pmaz) Which ensures the desired performance for
the networked control system. Detailed description regarding
both the benchmark communication tests and the control
performances are provided in Sections III and IV, respectively.

III. CONTROL DESIGN

This section presents the modeling and control approach of
the drone, along with finding the maximum allowed sampling
period that ensures outer loop stability.

A. Modeling and control design

Consider the general nonlinear model of the drone
x = f(x,u)

with the state vector X = [z,y,z, &, 0,1, &9, %, 6,0,
(positions in the world frame, roll, pitch and yaw angles,
and their corresponding velocities) and the input vector is
u = [Ucou, Uy, Ug, Uw]T (the collective force and the torques
on each rotational axis). See [4] for the detailed equations
of the nonlinear model. Let the equilibrium point in hovering
mode be x¢ = [2¢,y° 2¢,0,0,0,0,0,0,0,0,0]”, with input

u® = [US,;;,0,0,0]7. The linearized model is
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where AUco;; = Ugoyy — m g. The linearized model can also
be written as

x; = Ax; + By, 2

where x; = x — x° and u; = u — u® (the expressions for the
matrices A and B are omitted due to space restrictions, but
can easily be determined from (1)).

Under the assumption that the inner loop is much faster
than the outer loop, we further split the control structure into
an inner loop (attitude and altitude control) and outer loop (x
and y position control). Let the state vector for the inner loop
be x; = [z,gb,@,@[z,z’,é,é,l/}}T. Based on (1), the subsystem
involving attitude and altitude can be written compactly as

X; = A% + B 3)



We add extra states as the integrals of the position tracking
erTors

t t

€ir = /0 (zr —2)dt, €4 = /0 (¢r — @) dt,
t t
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where 2., ¢, 0., ¥, represent the reference positions. The ex-
tended system can be written compactly as

Xei = AeiXei + Beiwy + By “4)
with the new state vector X.; = [X!,€;s,€ip, €ig, €ip])’ and
the reference vector r; = [z, ¢,,0,,%,]T. We consider the
following control law for the inner loop:

r
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where A > 0 is a diagonal correction matrix introduced
in order to account for the discrepancy between this ideal
model and reality. The feedback gain K.; can be designed
e.g. through an LQR approach using an appropriate choice of
the state and control inputs weights Q.; and R.; for r; = 0
(see Section V).

Remark 1: The control law (5) is equivalent with a com-
bination of feedback and feedforward laws. The integrator
component can bring the tracking errors to zero, but at the
price of a large overshoot due to nonlinearities and windup
effect (command saturation), or a very large settling time. The
role of the feedforward term in the control law is to improve
the settling time, while also reducing the overshoot.

Remark 2: For simplification, in this paper we assume that
the drone keeps the same orientation during position tracking,
i.e. the yaw orientation reference 1, is taken as zero. Although
the altitude control is considered here as part of the inner
loop, this does not limit the overall approach to tracking in the
horizontal plane because the altitude reference z, can still be
sent remotely. Alternatively, the states z and Z can be moved to
the outer control loop without altering the overall framework.

We assume that the inner loop is much faster than the outer
loop, ideally ¢ — ¢, 8 — 60,19 — 1, = 0 and z — z,.. Then,
¢, and 0, can be regarded as virtual control inputs provided
by the outer control loop through the network (see Figure 1):
u?, = [¢,0,]T. At this point, we consider that there are no
delays or packet loss, i.e. u,. = ul.. Thus, the outer loop is
modeled using the first two equations from (1):

Xo = ono + Bouoc (6)
with
x 0010 0 O
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A state feedback control is considered for the outer loop:

Ly
Upe = _Koeo = _KO(XO - Yr )7 (7)
02x1

where z, and y, represent reference positions. The gain K,
can be designed through LQR or a pole placement approach.

B. Stability and sampling

For the inner control loop, which runs onboard the drone,
we assume that the drone hardware can ensure real-time
performance with a sufficiently small sample period h; (e.g.
1 or 5 ms). For such a small sampling period, discretization
using Tustin’s method (bilinear transformation) will preserve
stability and performance [8]. For the outer control loop, the
sampling period & of the discretized controller is limited by
onboard computation and communication capabilities (lower
bound h,,;,) and stability and performance constraints (upper
bound A4, ). In this section we are interested to find the upper
bound of the sampling period h,,,., Which ensures stability
and preserves performance to a certain degree.

In implementing the outer control loop, we assume that the
positions x and y are available from online measurements (e.g.
from a motion capture system). To estimate the velocities, in
this paper we use a finite difference approximation approach
[10]. Another possibility is to use a state estimator, but this
may not be robust to model uncertainties. The outer loop
model assumes that the movement on the X and Y axes are
decoupled, so we will further restrict the discussion only to
the X axis movement (the discussion is the same for the Y
axis).

Consider the outer loop model on the X axis

kow = Aozxow + Bomuocw (8)
Yo =

ox XOI

with state X, = [z #]T, input %oc, = ¢, and initial conditions
X,2(0) = xo. The system is of relative degree two, i.e.
CorzBor = 0 and C,pApyBor # 0. The already designed
controller (7) can be rewritten only for the X axis, for a null
reference, as

Uocx = ngym’ + Kgxyxv &)

where the output derivative is approximated by the finite
difference
. Yo(t) — ya(t — )
a(t) = yh(t) = PR
Since measurements are in practice taken in discrete-time
Yz (tr) (where t, = kh, k € Ny), the implemented controller
is

(10)

e (t) = KOy (1) + KLyl (1), (1)

Next, we show that if the continuous-time controller (9) stabi-
lizes the system (8), then the sampled-data controller (11) also
stabilizes the system for a sufficiently small sampling h. To
this end, we will use the Lyapunov-Krasovskii approach from
[14], where the performance is taken into account through the

te [tk,tk+1).



decay rate. For the sake of completeness, we reformulate here
Theorem 2 from [14], particularized for a system with relative
degree 2

Theorem 1: The controller (11) with a sampling period
h > 0 exponentially stabilizes system (8) with a decay rate
a > 0 if there exist a matrix 0 < P € R2, and scalars
O0<WoeR 0<W; R, 0< Ry eR,0< Ry €R, such
that the following LMI holds

Ni1i Nig Niz Nig

_ * Nay  Naogz Noy
N = 3 «  Nas N <0 (12)

* * * Nyy

with components

Niy = DTP + PD +2aP + h?[K%,Cop Aoz "Wy
[ngcoonmL

N2 =[11] ® PBoy, N1 = PB,,,

Ny = h[lgngO$AomD]TH»

Ny = —T-e > diag([Wo, Wh)),

Noy = h[]- 1] ® [K;mcoonxBoz]TH’

N33 = —6_2ahR1, Ny =—-H

N3y = h[KolmCoonwBox]TH’

H = €2ahW1 + iRl,

D= Aom + BO’I'K(()]'CCOT + BO’I'K;'CCOTAOT

The above theorem is used to find the maximum allowed
sampling period h,,q, for different decay rates a. This is then
used together with the lower sampling bound £,,,;,, (see next
section) to determine the optimal sampling interval.

It has been shown in [14] and [10] that the above control
approach is equivalent to a delay-dependent control. In our
network control structure from Figure 1, the smallest possible
sampling period is not always the best solution. In practice,
a sampling period i which includes time-varying delays due
to network transmissions is often preferred, reducing the
complexity of the stability guarantees. Moreover, in the above
design we assumed the packet loss rate to be negligible,
however, this usually increases for small sampling periods.

IV. ANALYSIS OF COMMUNICATION AND COMPUTATION

Control and communication are inter-coupled in networked
control systems [15]. Communication performances are lim-
ited by computational power, communication protocols, net-
work resources and topology. In this study we restrict our
attention to the connection between a drone and a remote
computer through an access point, so we will focus on the
computational power and communication protocols. A typical
implementation of the networked control system from Figure 1
is as follows: the drone has a flight control unit (FCU) con-
nected with an single-board computer (UART protocol). The
FCU runs the open-source PX4 Autopilot, while the single-
board computer a Real-Time Preemptive Linux Kernel. The
single-board computer is needed for additional computational
power and Wi-Fi communication with the remote computer.
On the remote computer we use Matlab with Real-Time Kernel
(rapid control prototyping [16]).

Our goal is to see the influence of computational power
and communication protocol (application layer) on commu-
nication performances, for different transmission sampling
periods. The analysis is based on benchmarks tests on different
experimental platforms: i) for computational power we use
two common low-cost and small single-board computers -
RaspberryPie Zero 2W (Rpi) and Radxa Zero 3W (Rdx) [19];
ii) the most common communication protocols between a PX4
based FCU (e.g. Pixhawk) and a single board computer are
MAVLink2 (MAVLink Router middleware) [17] and DDS-
XRCE (uXRCE-DDS middleware based on ROS2) [18]. In
order to see the effects separately, we compare three possi-
ble configurations: Rpi-MAVLink, Rdx-MAVLink, and Rdx-
ROS2.

We further consider the discrete set of sampling periods
Sy = {0.005,0.006,0.01,0.015,0.02,0.025, 0.03, 0.04}s, rel-
evant for the networked control of small drones. Communi-
cation performances are evaluated through average one-way
time delay (half of the average round-trip delay), average
packet loss (percentage out of the total packets sent) and
average power consumption (based on electrical current mea-
surements). For each sampling period from the set S;, and
each configuration, 10 tests are performed. A test involves the
roundtrip transmission of data packets with a total size of 61
bytes, for a duration of 100 seconds.

Figure 2 presents the average network transmission delay,
together with the standard deviations, for the sampling periods
from the set S,. It can be noticed that the average values
and the standard deviations are larger for the Rpi-MAVLink
(green) and Rdx-MAVLink configurations (blue), in compar-
ison with Rdx-ROS2 (red). We can also conclude that for a
sampling of less than 10ms, the delay becomes larger than
the sampling period, and thus can not be neglected. Figure 3
illustrates the average packet loss and standard deviations: as
the sampling period decreases, the packet loss increases. When
using the MAVLink2 communication protocol, there is no
significant difference between the Rdx (blue) and Rpi (green)
hardware configuration. However, the DDS-XRCE protocol
leads to a significant decrease in packet loss (red), making
it more suitable for safety-critical systems. The power con-
sumption is shown in Figure 4. Lower sampling periods lead
to an increase in power consumption. The Rpi configuration
consumes less than half as the Rdx alternative, which can be
important in terms of flight autonomy.

Finally, we impose the network transmissions performance
for the experimental case study from Section V: i) an average
delay less than 30ms, and lower than the sampling period; ii)
an average packet loss less than 10%; ii) average power con-
sumption of less than 3W. Based on the benchmark tests from
Figures 2-4, it results that Rdx-ROS2 configuration provides
the best results, with a minimum sampling period h,,;, =
10ms.

V. CASE STUDY

This section presents simulation and experimental results
with the Holybro QAV250 drone (Figure 5). The drone has
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the Pixhawk 6C mini flight controller, and an additional
onboard computer Radxa Zero 3W (serial cable connection). A
remote computer is connected to an OptiTrack motion capture
system with 4 cameras. The remote computer communicates
with the drone through a Wi-Fi 6 wireless router. The flight
controller runs the PX4 autopilot software with NuttX real-
time operating system, the Radxa has a real-time Debian
Linux operating system. For the remote computer, we used
Matlab with Simulink Desktop Real-Time Kernel, running on
Windows. We also used UAV Toolbox Support Package for
PX4 Autopilots to generate code for the inner loop and rewrite
the firmware on the flight controller.

The parameters of the drone are: mass m = 0.9kg,
gravitational acceleration ¢ = 9.8m/ s2, and the moments
of inertia {I,,I,,I.,} = {0.0031,0.0031,0.0049} kgm?.
The parameters of the inner loop controller are: h; = 5ms,
A =diag([10.50.5101x4]), Re; = diag([0.52610]), Qe; =
diag([280 7 11 5 3 0.01 0.01 0.001 0.001 0.06 0.06 0.001]).
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Fig. 4. Average power consumption and standard deviations w.r.t. sampling
period.
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Fig. 5. QAV250 drone used in experiments

For the outer loop controller, the LQR weights are:
Q. = diag([80000 40000 8040]), R, = diag([12500 6250]).

The next two subsection will show i) simulations results,
along with a discussion of how to choose the best sampling
period for the outer loop, and ii) real-time experiments on the
QAV250 drone showing tracking performances on the x,vy, 2
coordinates.

A. Simulation results

In this subsection we discuss how to choose the best sam-
pling period h for the outer loop, based on methodology from
Section II. The whole approach is synthesized systematically
in the sequence of steps from Algorithm I. Note that we
discuss here the outer loop X axis, but similar conclusions
can be drawn for the Y axis.

Algorithm 1 Outer control loop sampling period search

1: Design continuous time controller for outer loop.

2: Determine min sampling period h,,;, from communication
and computation benchmarks.

3: Initialize decay rate «, decay rate increment &,, sampling
period increment d,, and inner loop sampling period h;.

4: do

5: h = hz

6: do

7: Solve LMI (12) for sampling rate h and decay rate «
8 If LMI unfeasible

9: LMIfeasible = FALSE
10: else

11: LMIfeqsivie = TRUE
12: h=h+d,,

13: end if

14:  while LMl 45000 == TRUE
15: Ay =h

16: o = a+ daipha
17: while a0 > hoin

The minimum sampling period determined based on the
benchmark tests from Section IV is h,,;, = 0.01s. We
initialize the parameters as a = 0.3, §, = 0.3, d, = 0.001,
h; = 0.005. For the simulations scenario, we consider the
initial conditions xo = [0.40]%. Figure 6 shows the settling
time ts determined for each decay rate «, for the maximum



sampling periods h.,., which ensure stability. Note that the
settling time decreases until o = 1.2, after which it starts to
increase a little. This is explained by the difference of the two
performance indicators: the settling time takes into account
only the output of the system (y, = x), while the decay rate
takes into account the whole state vector (X, ). Things become
clearer when we also look at the output time response for
different decay rates - Figure 7. We notice that even though
for « = 1.2 we get the fastest response, the oscillations
are rather large for simulations (in experiments on the real
nonlinear system with uncertainties we expect an increase
in oscillation amplitude). Prioritizing small oscillations over
response time, the best values are actually o« = 3 and o = 3.3.
However, the case a« = 3.3 is not valid since we have
0.006 < hyin = 0.01. Thus, we conclude that o = 3 is
the best option here, which leads to the sampling period range
h € [hmin, Pmaz] = [0.010,0.014]s.
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B. Experimental results

Experiments on the QAV250 drone from Figure 5 were
conducted, considering the control approach synthesized by
Figure 1, and with the sampling period for the outer loop
h = 0.010s. Here we present test scenarios involving take-off
and then step references on each axis (x, y and z). Figure
8 shows the tracking performances. The take-off is at time
t = 3s. On the Z axis the reference altitude is at 0.5 m, while
the step reference on X and Y are of +0.2m. The overshoot
is below 25%, settling time less than 2 s, and the steady-
state error is negligible. These confirm the effectiveness of
our methodology.

0 10 20 30

0 10 20 30

0 10 20 30
time [s]

Fig. 8. Experimental results on QAV250 drone with OptiTrack motion capture
system: tracking on z,y, z with outer loop sampling period h = 10 ms.

VI. CONCLUSIONS AND FUTURE WORK

The paper has presented a methodology of control and
communication co-design for small drones controlled through
the network. In terms of control, the focus was on determining
the maximum sampling period h,,,, which ensures stability
at a certain decay rate. This was achieved using a Lyapunov-
Krasovskii approach. The communication was assessed for one
of the most popular small flight controllers on the market (Pix-
hawk 6C mini, with the PX4 autopilot software), connected
onboard to a small single-board computer, which ensures
wireless communication with the remote computer. Real-
time computing power and communication capabilities were
evaluated through comparative benchmarks tests on different
software and hardware platforms. By formulating a minimum
requirement for the quality of network transmissions (delay,
packet loss and power consumption), we determined the best
platform and the minimum sampling period h,,;,. Finally, we
showed real-time experiments on the networked control of



a QAV250 drone. Future work will focus on extending the
framework to a robust control approach.
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