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Abstract—Cybersecurity is becoming a pressing issue in net-
worked control systems and cyber-physical systems. The current
paper proposes a resilient networked control methodology for
small drones, in the case of man-in-the-middle cyberattacks. An
adaptive sliding mode controller is used as a low level mitigation
approach, together with redundant encrypted data for high
level mitigation. This combination ensures both robustness and
resilience for the networked control of a drone with limited com-
putational resources. The whole approach is validated through
experiments on a Parrot Mambo drone.

Index Terms—networked control system, small drone, sliding
mode control, cryptography, cyberattack.

I. INTRODUCTION

Small unmanned aerial vehicles (SUAVs) are being used in
a wide range of applications, from education to industry, in
research, military and commercial applications [1]. Besides
low level control of such drones, of increasing interest is
also high level planning, coordination and cooperation with
other drones or robots [2], [3]. This leads to different types
of networked control structures, especially in the case of
small drones with limited computational resources and limited
autonomy. Networked control, despite the multiple advantages
[4], also makes the system more exposed to different types of
cyberattacks [5], [6]. Consequently, the topic of resilience to
cyberattacks [3], with special application to drones [7], [8],
has become a research topic of high interest.

The classical categories of cyberattacks are disclosure at-
tacks (confidentiality), deception attacks (integrity), and dis-
ruption attacks (availability) [9]. Cyberattacks on drones can
also be classified from other perspectives. From a control
perspective, cyberattacks can be at sensor level, actuator level,
process level, or controller level [5]. From a different point of
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view, closer to computer science, a cyberattack can be at the
sensor level, hardware level, software level or communication
level [7]. In this paper our focus is on deception attacks at
the communication level, among which the man-in-the-middle
attack (false data injection) is the most common [7], [5].

In order to increase the resilience of the system, there
is an increasing need [3] to integrate high level cyberattack
mitigation approaches from computer science with low level
mitigation based on control theory. In the case of stealthy
cyberattacks, where the attack can be easily confused with
disturbances at the process level (e.g. wind, unmodelled dy-
namics), the need of integrating both approaches - low level
and high level - becomes even more significant. By a stealthy
attack we mean a certain type of man-in-the-middle (false-data
injection) attack that cannot be detected from the input-output
data at the process level [10].

In the current paper, we propose a new framework for
resilient networked control of small drones with limited com-
putational capabilities, consisting of the integration of both
low level and high level cyberattack mitigation methods. Our
starting point is the networked control structure for small
drones from our previous work [11], where the network is
only on the direct path, while the feedback path is closed
with the help of measurements from a motion capture system.
Thus, our focus is on stealthy man-in-the-middle cyberattacks
on the commands sent to the drone. The interplay between
a robust control method (low level) and an encryption based
method (high level) provides a higher degree of resilience of
the system to cyberattacks, while also taking into account the
limited computational resources of a small drone. We show
the effectiveness of our approach with real time experiments
on a Parrot Mambo drone.

The structure of the paper is as follows: Section II provides
the problem formulation and the initial networked control
structure, Section III describes the methodology for resilient
networked control, Section IV presents experimental results



on a Parrot Mambo drone, while the last section draws the
conclusions.

II. NETWORKED CONTROL STRUCTURE AND PROBLEM
FORMULATION

We consider the networked control structure for a small
drone from Figure 1. The control structure consists of an
inner loop, running onboard the drone, and an outer loop
implemented on a remote computer. Splitting the control
structure into an inner loop and outer loop relies on the
assumption that the inner loop is much faster than the outer
loop. The attitude (pitch, roll, yaw) and altitude (height Z)
control is handled by an inner control loop. The tracking for
the X and Y positions is done by the outer loop controller,
using the measurements from motion capture cameras (e.g.
OptiTrack cameras). It is important to note that the network is
only on the direct path, and the feedback is directly connected
to the remote computer.

On one hand, there are several benefits for adopting such
a control structure for small drones: 1) it alleviates the drone
hardware limitations by moving a part of the control algorithm
on a remote computer; ii) permits more accurate position mea-
surements using motion capture cameras, instead of onboard
measurements and estimations (e.g using optical flow); iii)
transmission delays and packet loss due to wireless trans-
missions can be minimized by sending smaller data packets
one way. On the other hand, the control system becomes
vulnerable to different types of cyberattacks, like man-in-
the-middle or denial-of-service [7], [5]. However, we do not
consider here the case of severe cyberattacks, which can lead
even to complete interruption of the network communication
channel, because in such cases the best solution is a local
back-up control which ensures a safe drone landing.

In particular, in this work, our focus is on man-in-the-
middle stealthy attacks. Through stealthy attack we mean the
case when the attacker tries to modify the control commands
sent to the drone without being detected, for as long as
possible. It is important to take into account that, for a man-
in-the-middle attack, we can not influence how the attacker
alters the data packets sent through the network, and if a
countermeasure is detected, the attacker could switch to a
major cyberattack, which can lead to total corruption of the
data packets (equivalent to temporary communications loss
forcing the drone to enter a safe mode). Since the attacker
only has access to the data sent through the network on the
direct path (see also Figure 1), he cannot actually notice the
effects of the attack on the drone (e.g. in terms of drone
position etc.). Moreover, he cannot detect any countermeasure
besides possible modifications on the data packets sent on this
path. Thus, the countermeasure that we adopt needs to also be
stealthy with respect to the data sent over the network.

Thus, the problem that we solve is the following: develop
a methodology which combines both low-level and high-level
cyberattack mitigation, in order to ensure the resilience of the
overall system.
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Fig. 1: Networked control structure for a small drone.

III. FRAMEWORK FOR RESILIENCE TO CYBERATTACKS

This section describes the proposed framework that ensures
resilience to cyberattacks, for the networked control structure
for a small drone - see Figure 2. The framework consists
in using a combination of a low-level cyberattack mitigation
method (inspired from control theory) and a high-level cy-
berattack mitigation method (inspired from information tech-
nology). We consider man-in-the-middle attack types, which
can inject false data d(¢) on the direct path, acting like an
additive input disturbance u?,(¢) = u,.(t)+d(t), where u,.(t)
is the command send from the remote computer and u”,(t)
is the command received at the drone level. For low-level
mitigation, an adaptive sliding mode controller is considered,
which we design to reject matched input disturbance while
ensuring reference tracking, and it also provides an estimation
of the disturbance, thus triggering an alarm when it detects
the onset of an cyberattack. High level mitigation implies the
transmission of additional redundant encrypted data, which can
be used at the receiving end (at the drone level), to recover
the signal corrupted due to the cyberattack. It is important to
send redundant information in a stealthy mode in respect with
the attacker, as it needs to pass unaltered.

The components of this setup are detailed in the next sub-
sections, with the last subsection suming up the methodology.
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Fig. 2: Resilient networked control structure for a small drone.

A. Drone model and onboard inner loop control

The nonlinear model of the drone can be written in
the general form x = f(x,u), with the the state vector
X = [:z:,y,z,gb,&,zb,i,gJ,z’,c;%,é,d)]T and the input vector is
u = [UCO”,U(;),U(;,UMT (see [11] for the detailed equa-
tions of the nonlinear model). {z,y,z} are the positions
in the world frame, while {¢,6,1} are the roll, pitch,
and yaw angles. The control inputs are the torques on the



three rotational axes Uy, Uy, Uy, and the collective force
is Ugoy. Let the equilibrium point in hovering mode be
x¢ = [2¢,9°2%0,0,0,0,0,0,0,0,0]7, with inputs u® =
[U€,,,0,0,0]7. The linearized model is
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where AUy = Ucoyy — m g. The linearized model can also
be written as
x; = Ax; + Bu; 2

where x; = x — x°® and w; = u — u®, and the expressions for
the matrices A and B are omitted due to space restrictions.

We further define the state vector for the inner loop x; =
[2,6,0,1, %,¢,0,9]T. We consider that an LQR controller
along with a steady-state Kalman filter is already designed
for stabilization and tracking, as in [11].

Remark 1: Although the altitude control is considered here
as part of the inner loop, this does not limit the overall
approach to tracking in the horizontal plane because the
altitude reference z, can still be sent remotely. Alternatively,
the states z and Z can easily be moved to the outer control
loop without altering the overall framework.

B. Low level resilient control

For the outer control loop of the structure from Figure 2,
we consider ideally that the inner control loop is faster than
the outer loop control, i.e. ¢ — ¢, 0 — 0., » — 1, = 0 and
z — zr = 2z°. Consequently, the outer loop can be modeled in
a simplified manner, by using the first two equations from (1):

Xo = ono + Bouoc (3)
where
T 0010 0 O
y ~looo1 1o o [én
Xo* x 7A07 0000 7B07 0 g 7uOC7 97' M
§ 0000 g 0

At this point, we consider that there are no delays or packet
loss (i.e. u,e = ul.). Since our outer loop model assumes
that the movement on the X and Y axes are decoupled, we
will restrict our attention only to the X axis movement (the
discussion is the same for the Y axis). The model for just the
X axis movement is:

j?l(t) = T2 (t)
@a(t) = kp(ug(t) + du(t)) 4

where 1 = 2z, 22 = &, u, = 60,, k, = g. The added
disturbance d, represents the false data injection caused by
the cyberattack.

Because we are interested here in the tracking problem, we
make a change of variables in terms of the tracking errors

Tel = X1 — Tpp and Teo = X9 — Tpo, Where x, represents the
reference for the X axis, with x,.o being the velocity reference
(i.e. 1 = x,2). Model (4) becomes

Itel(t) = xez(t)
Tea(t) = kpug (t) — &ra(t) + kpdy(t). 5)

We further assume that the disturbance and it’s derivative are
bounded, with |d,(¢)| < d° and |d,(t)| < d™', but with the
bounds d° and d™' unknown.

Remark 2: The boundness assumption on the disturbance
and its derivative is very reasonable in practice, because the
command input to the drone usually includes a saturation
element, and the bandwith of the control signal is also limited.

Consider the control law

Ug (1) = up(t) + use(t), (6)

where u;(t) is a linear control term determined based on the
equivalent control concept [12], while us.(t) is a discontinous
nonlinear control term. We also introduce the sliding variable

O'(t) = l'eg(t) + )\bl’el(ﬁ), (7)

where )\, > 0 is a tuning parameter. By imposing the condition

that 6(t) = 0 for d,(¢t) = 0 and us.(t) = 0, we can determine
up(t) as

Ab 1,
up(t) = —k*3352(t) + kfﬂirz(t)- (8)
2 P

In the general case with a non-zero disturbance d,(t), we

have the dynamics of the sliding variable ¢(t) = k,(d,(t) +

U (t)). For driving both ¢ and & to zero in finite-time, we

will adopt the adaptive super-twisting control law proposed
in [13]:

use(t) = —Ao(t)]'2sign(a(t)) + () )
2(t) = —k(t)sign(o(t)), (10)

for which convergence to the sliding surface is ensured if A
is sufficiently large and k(t) > d"™. As in [13], a dual layer
adaptation scheme is adopted for the sliding gain k(¢), such
that we get the lowest gain possible that can ensure sliding,
depending on the disturbance variation, and at the same time
we avoid chattering. The first adaptation layer is

k(t) = —p(t)sign(5(t)), (11)

where § is an error term, defined as §(t) = k(t) — = |deq| — €,
with the parameters 0 < o < 1 and € > 0 as safety margins.
In sliding mode, § is forced sufficiently close to zero. The
estimate of the (unknown part of the) equivalent control e,
can be determined by using a low pass filter [13]:

freq (1) = ;f@(t)sz'gn(a(t)) — g (1)),

where T > 0 is a sufficiently small time constant.
The second adaptation layer involves the varying gain p(t):

(12)

p(t) =ro + (1), (13)
o {7I5(t)l ()] > "
0 otherwise



where the parameter v > 0 must be chosen sufficiently
large, 79 > O represents a small parameter, and Jy can be
interpreted as a dead zone, and needs to be larger than noise
or computational error.

Finally, the whole control scheme that encompass the inter-
action between equations (6)-(14) can be represented through
the block diagram from Figure 3.
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Fig. 3: Adaptive sliding mode control scheme

C. High level resilience

Recall the control structure from Figure 2. The presence
of a cyberattack is detected by the attack detector block,
with the help of the estimated disturbance from the sliding
mode controller (ci = tleq [13]). The attack detector signals
an attack when the estimated input disturbance increases
over a threshold T'r, for a certain time interval A (i.e.
d > Tr for t € [ty,ta + A], where t, is the initial time
moment when the threshold has been surpassed). Based on this
signal, the control system switches between countermeasure
and normal modes of operation.

Remark 3: It is important to mention that because of the
reduced computational possibilities of the drone’s embedded
computer, in normal mode it is unfeasible to continuously use
encryption, since this would sacrifice computational resources
for other tasks, like image processing and transmission.

The countermeasure that we propose to ensure high level
resilience implies the transmission of both unencrypted and
encrypted redundant data. The high level mitigation approach
is represented in Figure 2 by the Encode and Decode blocks.

In the countermeasure mode (i.e. when an attack is signaled
by the attack detector), the objective is to ensure data security,
specifically data integrity and confidentiality. First the Encode
block uses a message integrity code (MIC) to compute a
checksum remotely and encrypts it together with the signals
data u,., using a symmetric key algorithm. We adopted the
Advanced Encryption Standard (AES) algorithm [9], with a
block size of 128 bits, as it ensures a good tradeoff between
security performance and computational burden. The secret
key is considered apriori installed on both ends (remote
computer and the drone), in order to avoid the computational
cost of a key exchange protocol based on an asymmetric key
algorithm. The resulting cipher text is added to the packet
payload, alongside the unencrypted values of the signals u,.,
and sent through the network. To maintain similar packet
structure, in order to make the countermeasure harder to detect

by the attacker, in normal mode random padding data of the
same size is used instead of the cipher text.

At the drone level, in countermeasure mode, the Decode
block decrypts the signal data and validates the checksum
(verify data integrity). If the checksum is incorrect, we discard
the packet data, and use previous values. In the case of
consecutive packets discarded over a certain threshold Ny,
we consider that a major cyberattack is present and switch the
drone to the fail-safe protocol. In normal operation mode the
padding data is simply ignored.

D. Resilient networked control methodology

The inner loop control, the sliding mode controller, and
the high level cyberattack mitigation method previously dis-
cussed, can all be embedded into a resilient networked control
methodology, in accordance with Figure 2. The methodology
is synthetically presented as a nine step algorithm - see
Algorithm 1.

First we need to define a fail safe mode, where a protocol
ensures autonomous flight to a predetermined location, or
simply temporary hovering and landing [8]. The fail safe
mode becomes active in case of a major cyberattack, or other
possible emergencies. At each sample time, the sliding mode
controller computes new commands to ensure robust reference
tracking, and provides an estimate of the matched input
disturbances, which are to detect the onset of a cyberattack.
In case of a man-in-the-middle attack, this is the first level
of resilience, with the controller rejecting the disturbance at
the price of higher gains. If the attack persists, this state
is undesirable because the overall control performances are
affected by the high gains of the controller, and sensitivity to
other types of disturbance like wind can increase. Therefore,
when the estimated disturbance is larger than a threshold the
attack is signaled, the higher level resilience method becomes
activated, and starts to encrypt and decrypt data, along with a
checksum validation. When the checksum becomes invalid, it
means that the attacker has stepped up to a major cyberattack,
corrupting all data that is transmitted on the direct path. If
this happens for a number Ny of consecutive samples (thus
excluding random network interference) the fail safe mode is
activated.

Remark 4: The reference position can be further generated
according to a path planning algorithm that takes into account
possible cyberattacks or disturbances, by considering a safe
region around the drone or different types of constraints (e.g.
using reference governor [14]).

IV. EXPERIMENTS

This section presents real-time experiments on a Parrot
Mambo drone (Figure 4) connected to a remote computer,
and using an OptiTrack motion capture system, in accordance
with the network control structure from Figure 2. The Parrot
Mambo drone is a small quadcopter of 0.18 x 0.18 meters,
weights 0.063 kg, and has four propellers actuated by DC
motors. The drone has several onboard sensors: accelerometer,
gyroscope, ultrasound sensor, vertical camera, barometer, and



Algorithm 1 Resilient networked control methodology

while non fail safe mode do
Step 1: Read new XY reference values
Step 2: Sliding mode controller computes new commands
and disturbance estimation
if normal mode then
Step 3: Construct and send packets with payload and
padding data
Step 4: Apply received signals to the inner control loop
else //attack detected
Step 5: Compute checksum, encrypt data, construct and
send packets
Step 6: Decrypt received data and verify checksum
if checksum valid then
Step 7: Apply decrypted signals to the inner control loop
else if non major attack then
Step 8: Apply values from previous sample time to the
inner control loop
else /major attack
Step 9: Activate fail safe mode
end if
end if
end while

a temperature sensor. The online communication with the
drone is done wireless, using the UDP transport protocol, and
a firmware specifically developed for Matlab [15].

For the inner control loop, an LQR controller and a linear
steady-state Kalman filter was designed as in [11]. For the
outer control loop, the gravitational acceleration parameter
was taken as g = 9.81 m/s2. The following parameters were
adopted for the sliding mode controller: A\, = 4.4, A = 0.14,
a=0.9,e=0.1,T; =0.01, 7o = 0.0004, 6o = 0.1, v = 0.6.
For further reducing chattering at high gains, the sign(o)
function was approximated as Iafﬁ' Due to limitations of
the communication capabilities of the drone [11], the sampling
period for the outer loop was chosen 75 = 0.03 s. Also,
the commands are saturated at +0.5 rad. All this limitations
mean that we will actually have a pseudo-sliding mode regime,
instead of the ideal sliding mode discussed Section III.

The high level mitigation method consists of encrypting re-
dundant data on the remote computer, then decrypting it at the
drone level and finally verifying the checksum. This method
is activated when an attack is detected. In our experiments we
adopted a fixed threshold of Tr = 0.15 rad, while for the
time interval A, we considered different values in the range
of (2,10) s. The threshold is needed in order to distinguish
between false data injection and other input disturbances (e.g.
wind, unmodelled dynamics), while the timing may take into
account factors like false positives, computational availability,
or transient regimes of the drone (e.g. dwell time). The fail
safe mode is activated when more than 10 packets are lost or
discarded simultaneously (/Ny = 10), and leads to a drone safe
landing.

We further consider two man-in-the-middle attack scenarios.

pitch

Y ,2\
(¢]
x d
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Fig. 4: Parrot Mambo mini-drone.

In the first scenario, the attackers injects a step-like disturbance
signal d(t) = f(t — 36.5), where f is the unit step function
f@®) =40 if ¢<0, 1 if t> 0}. Although this is not
very stealthy, the purpose of this scenario is to illustrate the
different roles of the lower level and higher level mitigation
methods. For the same purpose, we adopted a relatively large
timing of A = 10 s for the Attack Detector. Figure 5 shows
the reference tracking results on the X and Z axis (the drone
moves in the XOZ plane), while Figure 6 shows the evolution
of the sliding variable ¢ and the adaptive sliding mode gain k.
The onset of the attack is indicated with a vertical red dashed
line. It can be noticed that the sliding mode controller rejects
the attack in a few seconds after the onset of the attack, by
increasing the gain k. The onset of the higher mitigation -
involving encryption/decryption and checksum verification -
is indicated by the vertical dashed green line. This cancels
the disturbance d, leading to a transient tracking error that
quickly goes to zero, while the sliding gain k also decreases.
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Fig. 5: XZ reference tracking for cyberattack scenario 1.

2 f B

0 10 20 30 40 50 60
time [s]

Fig. 6: Sliding variable o and adaptive gain k for cyberattack
scenario 1.

The second scenario is more stealthy, involving a ramp-like
disturbance signal d,(t) = 0.06(t — 39.7)f(t — 39.7), while
for the Attack Detector we adopted a timing of 2.5 s. The
reference tracking results on the X and Z axis are shown in
Figure 7, while the sliding variable ¢ and the adaptive gain &
in Figure 8. The onset of the attack is indicated with a vertical



red dashed line. Due to the gradual increase of the disturbance,
the sliding mode controller has more time to increase the gain
k, and thus manages to reject the attack better than in the
previous scenario. Once the high level mitigation is activated
- indicated by the vertical dashed green line - the disturbance
is again canceled and the gain &k decreases to its previous level
before the attack.
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Fig. 7: XZ reference tracking for cyberattack scenario 2.
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Fig. 8: Sliding variable ¢ and adaptive gain k for cyberattack
scenario 1.

In both cyberattack scenarios it can be noticed that our
proposed approach manages to ensure the resilience of the
system, with the drone returning to its normal operating mode
once the attack has been mitigated.

V. CONCLUSIONS

This paper has presented a resilient networked control
methodology for small drones, considering man-in-the-middle
cyberattacks. The framework consists in combining a low
level attack mitigation method (sliding mode controller) with
a high level mitigation method (redundant encrypted data),
which enhances the robustness and resilience of the networked
control system, while taking into account the computational
limitations of the drone. Experimental results on a Parrot
Mambo drone illustrate the effectiveness of our approach. As
future work, we plan to further improve the performance of
the networked control structure by ensuring smooth transitions
between the activation and deactivation of the higher level
mitigation method.
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